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Teaching Scheme Conlinuous Assessment (A} Semester End Examination (B)
3r. - Aggregate
o i R Theory thrs.) | Practical thrsy| | 2127 ;F::li ;::; ﬁﬂt:ﬁz o8l e work | €A Tatet | Duration Theory | Orul | Pract | O™E& | gpprom) %‘g“;) Credits
i O T | )b | Quigee | PO Eract
DIS23BUPCS01 Embedded System amd [oT 2| - - 15 15 10 40 - 40 2) 60 - - - 6l 106G 3
] DIS2IBLPCSO] Embedded System amd loT Laboratory - 2 - - - - - 25 25 2 - 25 - - 25 30 1
. |PIS33BCRCSE2 . |Applied Cryptography 3 = — 15 15 10 40 = 40 2 60 = = . 60 100 3
) DIS23BLPCSO2 Applied Cryptography Labozatory - 2 - - - - - 25 25 & - - - 25 25 50 |
> DIS2IBCPCS03 Introduction 1o Blockeham Technology 2 - - 15 15 16 40 -- 40 2 ol - - - 60 100 2
DIS23BLPCS0T Inireduction to Blockehain Technology Laboratory - 2 - - - - - 25 A & - &3 -= - 25 5¢ 1
4 [DISZIBLPCSDY Web application Development Laboratory - 2 - - - - -- 25 25 2] - - - 25 25 50 i
DISZ3RCPES] | Distnbuted Computing 3 = = 15 15 10 40 = 40 2 60 = = = 60 100 3
DIS23BLPESTE Distributed Compating Eaberatory - 2 - - - - - 23 25 2 - ¢ - - 23 50 1
s DIS23IBCPES) 2 Computer Vision 3 - - 15 15 10 40 - 490 ‘ X 60 - - - 60 100 3
DIS23BLPES12 Computer Vision Laboratory - 2 - - - - - 25 25 | 2 - 25 - - 25 50 L
NIS23BCPES]3 Cogmitnve Computing 1 - - 15 L5 10 40 - A0 j 2 60 - - - 60 1 3
DISI3BLPESI3 Cognitwe Computing Labortory - 2 - - - - - 25; 25 I 2 - 25 - - 25 50 1
3S23BCMDS0] Arnficial Intelligence 3 - - 15 15 £1] 40 - 40 2 60 -- - - 50 ot | 3
’ BIS2IBLMDS01 Artrfecial Intelligence [aboratory - & - - - - - 25 25 2 - - - 25 25 50 1
T [DISZ3ITHSX10 Eavironmental Stedics - - 1 - - - - 25 25 - - - - - - 25 I
_S— DJ;NIPS(‘XM Innovative Product Development 101 - 2 - - - - - ! 2] 25 2} - - - 25 25 50 1
Total ‘ /_1{ 14 1 5 7 50 200 200 400 p2] 300 73 [} 190 4;;5 875 22
s t;\\,\?ﬂb Chlstar
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Block chain Technology)

Course : Embedded System and loT

Counrse Code: DIS23IBCPCS01

Course: Embedded System and IoT Laboratory

Course Code: DJIS23BLPC501

Teaching Scheme Evaluation Scheme
{Hours / week)
Continuous Assessment Marks | Semester End Examination Total
o Marks (B) marks
(A+B)
Term | Term .
Test1 | Test 2 Assignment [Total Theory
Lectures |Practical [Tutorial [Total is 15 16 40 60 100
ICredits
Laboratory
Term Work Examination
Tutorial / Total
Laboratory Mini project T ota
3 2 i 4 'Work presentation b : Oral & 50
el work Oral | Practical Practical
Practical
15 10 25 il - 5

Prerequisite:
1. Basics of Programming

2. Fundamentals of Sensor and Secured Technologies

Course Objectives: The objective of the course is
1. To emphasis on working of Microcontroller.

2. To Understand the definition and significance of the Internet of Things
3, To provide hands-on experience in designing IoT applications using various sensors, actuators, and cloud-

based platforms.

4. To familiarize with ToT communication protocols, data processing techniques, edge analytics, and [oT

security challenges.

Course Outcomes: On completion of the course, learner will be able to:
1. Understand the architecture of 8051 microcontrollers.
2. Implement interfacing with ARM, ESP32 and Raspberry Pi1.

3. Explore applications in areas of loT using sensors and actuators.
4. Use IoT communication models and protocols.

5. Utilize Edge analytics to perform data stream mining.
6.Explore various applications and security in IoT.
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Detailed Syllabus:

Unit | Description | Duration

Jf’i‘he Microcontroller Architecture:

1 Introduction to 8051 Microcontroller, Architecture, Pin configuration, Memoryj
organization, Input /Output Ports, Counter and Timers, Serial communication,
Interrupts.

04

Architecture:
Basic ARM architecture, ARM organization core Data flow Model, ARM register

organization, current program register organization. Introduction to ESP32,
Architecture of ESP32, Introduction to Raspberry Pi, Understanding SoC
architecture and SoCs used in Raspberry Pi, Pin Description of Raspberry Pi, On-
board components of Rpi. |

08

IoT with Sensors and actuators:

IoT Growth- A Statistical View, Application area of loT, Things in loT, IoT stack,
IoT challenges, Cyber physical systems versus [oT, Wireless sensor Network with
IoT, Sensors for different IoT applications, working principle of Soil Moisture
Sensor, Gas Sensor, Obstacle Sensor, Gyro Sensor, LDR Sensor, GPS Sensor
Medical Sensor: Heartbeat & Pulse Sensor

Actuators: Motors — Servo, DC, Stepper; Relay — SPDT, DPDT, Solenocid

09

IoT madel and protocols

IoT Reference Model , IoT Levels,Various Operating System TinyOS, Contiki OS,
RTOS, Protocol Classification, MQTT, XMPP, DDS, AMQP, CoAP,
REST.6LoWPAN.

4 IoT Routing Protocols, Data-centric and Flat-Architecture Protocols, Flooding,
Gossiping, SPIN, SPIN PP, SPIN EC, SPIN BC, Hicrarchical Protocols, LEACH,
QoS-Based Protocols.

07

1 Edge Analytics:

Near Real Time Sensor Stream Processing, Introduction, Streaming Data, Data stream
' management systems, Edge Analytics. Overview of Edge computing, Cloud
computing, Fog computing. '
E.-\p_pl"i_éatiuns and Security:

loT applications:
Smart Agriculture: Precision farming, soil monitoring, weather prediction, Smart
fllculthcarc: Remote patient monitoring, wearable sensors, Al diagnostics, Smart
Cities: Traffic management, waste management, smart lighting, Industrial IoT (IIoT):
Predictive maintenance. automation, robotics, Smart Homes: Home automation,
energy management, security systems.
0T Security:

[oT Threats and Attack Vectors, Blockchain and loT Security.

Total
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List of L abm'atury Experiments:
Sr. No ] Suggested Experiments

1 | To study and explore Tinkercad Simulator
Case study based on current trends and advancement in IoT.
fTo 11nplemcnt Motion Detection and Alert System Using PIR Sensor in IoT

2
R (N T

3 | Toimplement 1nterfacmg of ultrasonic sensor with ESP32.
4

TTO monitor a weather using ESP32 and Think speak.

1 To implement interfacing of LM35 with Arduino Uno and LCD monitor.

5
6 | To control home devices (LED) using self-hosted page on Amazon AWS.
s

|"To send email alert usmg ESP32 via SMTP server.

8 | T To ) monitor heart rate using Pulse sensor and Arduino Uno.

9 | To implement program for ESP32 DHT11/DHT22 Temperature and Humidity Web
Server with Arduino IDE.

10 To perform Soil Moisture Monitoring and Aﬁélysiéaing IoT Sensors

11 To study and implement loT Data processing using Pandas

12 Mini project (A group of 3 to 4 students is requlred to develop an applic ation using loT
| sensors and devices and submit report).

Any other experiment may be included, which would help the learner to understand the topic/concept.
Books Recommended:
Text books:

1. Shriram Vasudevan, Abhishek Nagarajan, RMD Sundaram, Internet of Things, Wiley
Publication, Second Edition, 2020.

2. Surya Durbha, Jyoti Joglekar, Internet of Things, Oxford University Press, First Edition,
2021.
3. M. A. Mazidi, J. G. Mazidi and R. D. Mckinlay, The 8051 Microcontroller & Embedded

systems, Pearson Publications, Second Edition 2006.

4, C. Kenneth J. Ayala and D. V. Gadre, The 8051 Microcontroller & Embedded system
using assembly & *C’, Cengage Learning, Edition 2010.

5. Brojo Kishore Mishra and Amit Vishwasrao Salunkhe, Internet of Things: Technological
Advances and New Applications, CRC 2024,

Reference Books:

1. RFID and the Internet of Things, by Herve Chabanne, Wiley publication,2011 .

st
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2. Embedded system design A Unified hardware/software Introduction, Frank Vahid, Tony
Givargis, Wiely, 2006 .

3. Embedded System Architecture, Programming and Design, Raj Kamal, McGraw Hili,
2017.

Web resources:

1. Embedded Systems Academy- https://www.embedded-sys.com/plus/

2. Embedded Systems Basics by Tutorials point-
mps://www.tutorialsnoint.cnm/embedded systems/index_htm

3. Embedded Systems Programming Course by Udemy-
https://www.udemv.com/course/introduction-to-embedded-svstems/

4. Course on- Introduction to Embedded Systems Software and Development

Environments- httns:/fwww.coursera.org/ leam/introduction-embedded—svstems

Online Courses: NPTEL/SWAYAM
1. NPTEL: Prof. Prabhakar, IISc Bangalore, Design for Internet of Things,
https://onlinecourses.nptel.ac.in/noc? [ ee85/preview
2. NPTEL: Sudip Misra, IIT Khargpur, Introduction to IoT: Part-1,
httpe:/nptel.ac.in/courses/106/105/106105166/

Ww,u/v\h, :
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Evaluation Scheme:

Continuous Assessment (A)

Theory:

1. Term Test 1 (based on 40 % syllabus) of 15 marks for the duration of 45 min.

2. Term Test 2 (on next 40 % syllabus) of 15 marks for the duration of 45 min.

3. Assignment / course project / group discussion /presentation / quiz/case study for 10 marks.

Laboratory: (Term work)

Term work shall consist of minimum 8 experiments and a Mini project.
The distribution of marks for term work shall be as follows:

i. Laboratory work (Performance of Experiments, Write-up): 15 Marks
ii. Mini project (Implementation, Report): 10 marks

The final certification and acceptance of term work will be subject to satisfactory performance of laboratory
work, and upon fulfilling minimum passing criteria in the term work.

Semester End Examination (B):

Theory:

1. Question paper will be based on the entire syllabus summing up to 60 marks.
5 Total duration allotted for writing the paper is 2 hrs.

L.aboratory:

Oral examination will be based on the entire syllabus including, the practical’s performed during
laboratory sessions.

@ @ ue a e,
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Course: Applied Cryptography

Course Code: DJS23BCPCS02

Course Laboratoery: Applied Cryptography Laboratory

Course Code: DJS23BLPC502

Evaluation Scheme

Teaching Scheme
(Hours / week) Continuous Assessment Marks | Semester End Examination Total
(A) Marks (B) Marks
{A+B)
,i,r:s?nl '[2 esl;mz Assignment | Total Theory
Lectures| Practical| Tutorial| Total 15 15 10 40 60
i Credits 100
Laboratory
Term Work Examination
Tutorial /
Mini
Laboratory| project/ Total Oral &
Work presentatio Term ; 1 50
3 5 . 4 | T cowirih Oral Practical Practical
Practical
15 10 25 =2 = 25
Pre-requisite:

1. Mathematics — I

by
3
4.

Mathematics — II
Fundamentals of Sensor and Secured Technologies
Computer Networks

Course Objectives: The objective of the course is
1. To introduce classical encryption methods, along with key concepts in modular arithmetic

and number theory.

2. To gain a foundational understanding of cryptography and its core principles.

3. To explore the functioning and applications of various cryptographic algorithms
4. To gain skills in using cryptographic tools for secure communication.
Course Outcomes: On completion of this course, learner will be able to
1. Understand the fundamental principles of number theory and classical encryption

techniques.

oo

infrastructure

(j&‘wu/w .

Analyze symmetric-key and public-key cryptosystem techniques for secure communication.
Evaluate different cryptographic hash functions in various security contexis.
Implement digital signature algorithms and understand digital certificates within a PKI
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Detailed Syllabus
Unit | Description [ Duration |
Number Theory for Security and Cryptography:
OSI Security Architecture, Modular Arithmetic, Euclidean Algorithm, Prime
Numbers, Relatively Prime Numbers, Primitive Roots, Fermat’s Little 07
1 Theorem, Euler Totient Function, Extended Euclidean Algorithm, Chinese
Remainder Theorem
Fundamentals of Cryptography:
Introduction, plain text and cipher text, Classical Encryption techniques,
Symmetric cipher model, mono-alphabetic and polyalphabetic substitution 06
2 techniques: Vigenere Cipher, Playfair Cipher, Hill Cipher, Affine Cipher,
Transposition Techniques: keyed and keyless transposition ciphers.
Symetric-Key Encryption: |
Block Ciphers, Stream Ciphers, Modes of Operation, Feistel Ciphers, Data
3 Encryption Standard (DES), Cracking DES, Triple DES, Advanced
Encryption Standard (AES), Modemn Block Cipher, RC5, Cryptanalysis, 09
Weak Keys.
Symetric-Key Distribution: KDC, Needham-Schroeder Protocol, Diffie-
Hellman Key Exchange Algorithm
Public-Key Cryptography:
Public-Key Cryptography, Knapsack Cryptosystem, RSA Cryptosystem, 06
4 Attack on RSA, ELGamal cryptosystem, Security of ElGamal, Elliptic Curve
Cryptography [ECC]
Cryptographic Hash Functions:
5 Cryptographic Hash Functions -~ MD3, attack on MDS35, SHA-1, SHA-3, SHA- 05
256, SHA-512 MAC, HMAC, CMAC
Digital Signature Schemes and Digital Certificates:
6 Digital Signature — Process, Services, Attacks on Digital Signature, Digital
Signature Schemes — RSA, El Gamal, Digital certificate, Chain of certificate, 06
PKI, Quantum Cryptography: Definition, Basic Principles of Quantum
Mechanics Relevant to Cryptography, Applications and Challenges
Total 39 |
]
List of Laboratory Experiments:
Sr. No. | Suggested Experiments
1 Implement the Caeser Cipher Tech using socket programming
2 Implement Columnar Transposition Technique using socket programming.
3 Implement Vigenére Cipher Technique using socket programming.

(.XA\W/\W ,
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4 Implement Affine Cipher techniques.

Implement own encryption technique which consist of novel substitution and
| Transposition approach.

[
6 Implement Playfair Cipher Technique.

Lok
7 Implement Hill Cipher Technique
, 8 Implementation of Simplified DES Eneryption and decryption
9 Implement simplified AES DES Encryption and decryption.
- 10 Implement DES key generation Techniques.
11 Implement AES Key Generation Techniques.
i 12 Implementation and analysis of RSA crypto system
" 13 Implement Knapsack Cryptosystem.
. - 14 Implementation of Diffie-Hellman Key exchange algorithm
A i 15 Implementation of Message digest using MD5/SHA-1
4 16 Implementation of Digital Signatures in Cryptography

Any other experiment based on syllabus may be included, which would help the learner to understand
topic/concept.

Books Recommended;
= Text Books:
l. William Stallings, Cryptography and Network Security, Principles and Practice, 8th Edition,

Pearson Education, June 2023,
2. Behrouz A. Ferouzan, —Cryptography & Network Security, Tata McGraw Hill 3" Edition 2015
3. Bernard L. Menezes — Cryptography, Network Sccurity, and Cyber Laws, Cengage Learning
- 2018
4. Network Security Bible, Eric Cole, Second Edition, Wiley. 2015
Reference Books:

1. Applied Cryptography, Protocols Algorithms and Source Code in C, Bruce Schneier,
o Wiley 2015
2. Cryptography and Network Security, Atul Kahate, Tata Mc Graw Hill, Fourth Edition 2019
Web Resources:
- 1. Data Encryption standard: https; /www.geeksforgeeks.org/data-encryption-standard-
desset-1

Wﬂw : :
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2. Advance Encryption standard:
https:f’/www.tutorialspoint.com/cryptography/advanccd_encryption_standard.htm

3. Digital Signature: http://www.javatpoint.com’java—digital-signature

4. Challenge Response Protocols:
https:f/www.tutorialspoint.com/challengeresponseauthentication—mechanism-cram.

Online Courses: NPTEL / Swayam

1. Foundations of Cryptography, Prof. Ashish  Choudhury, IIIT Bangalore
https://nptel.ac.in/courses/106106221.

2. Cryptography I Dan Boneh, Sanfort
https://www.coursera.org/learn/crypto. ~

3. Introduction to Applied Cryptography Specialization Sang-Yoon Chang, University of
Colorado
https://www.coursera.org/specializations/introduction-applied-crvotogranhy

Evaluation Scheme:
Continuous Assessment (A}
Theory:
1. Term Test 1 (based on 40 % syllabus) of 15 marks for the duration of 45 min.
2. Term Test 2 (on next 40 % syllabus) of 15 marks for the duration of 45 min.
3. Assignment / course project / group discussion /presentation / quiz for 10 marks.

Laboratory: (Term work)
Term work shall consist of minimum 8 experiments and a Mini project.
The distribution of marks for term work shall be as follows:
i{. Laboratory work (Performance of Experiments): 15 Marks
i, Mini Project/ Presentation/ Assignments: 10 marks

The final certification and acceptance of term work will be subject to satisfactory performance of
laboratory work, and upon fulfilling minimum passing criteria in the term work.

Semester End Examination (B):
Theory:
1. Question paper will be based on the entire syllabus summing up to 60 marks.
2. Total duration allotted for writing the paper is 2 hrs.
Laboratory:
Oral & practical examination will be based on the entire syllabus including, the practical’s
performed during laboratory sessions.
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Semester : V

Course : Introduction to Blockchain Technology

Course Code: DIS23BCPC503

Course: Introduction to Blockchain Technology Laboratory

Course Code: DJS23BLPC503

Teaching Scheme

Evaluation Scheme

(Hours / week)
Continuous Assessment Semester End Examination Total
ks
Marks (A Marks (B) T
Ly (A+B)
Term | Term A
Test 1| Test 2 Saaierm S S Theory
Lectures | Practical | Tutorial | Total 15 15 10 40 60 100
Credits
Laboratory
W .
ook Examination
Tutorial / Total
E.aboratory Mini o3
Work project/ | 1erm 5 Practical Oral & 50
p;-ielsentatil? work = Practical
i/ Journa
2 2 N : Practical
15 10 25 25 —
Prerequisite:
1. Fundamentals of Sensor and Secured Technologies
2. Computer Networks

Course Objectives: The objective of the course is

1
2.
3.
4

To understand emerging Blockchain Technology and its relevance with cryptography.

To demonstrate the use of cryptography required for Blockchain,
To understand smart contracts, wallets, and consensus protocols,

To design and develop Blockchain applications.

Course Outcomes: On completion of the course, learner will be able to:

1.

b

Acquire basic knowledge of Blockchain technology to implement cryptographic primitives

useful for Blockchain

Understand bitcoin cryptocurrency networks and consensus mechanisms.

Design and deploy decentralized applications on Ethereum using Solidity

Utilize Hyperledger Fabric tools and SDKs to implement permissioned blockchain solutions.

Analyze and implement Smart Transaction Mechanisms.

QX\-\‘\)}’/
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Detailed Syllabus:
Unit Description Duration
1 | Basic Crypto primitives for Blockchain Technology:
Preview:Introduction to Blockchain Technology 06
The Model of Decentralization, Block structure, Block header, Types of Blockchain:
Public, Private and Hybrid Blockchain.
Cryptographic Primitives, Cryptographic Hash, Hash Functions, Merkle Tree, Hash
Chain, Construction of Chain of Blocks, Digital Signature
2 Bitcoin and Consensus:
Bitcoin P2P network, Transaction flooding in Bitcoin mining, double spending attack, 06
Forks, The Monopoly Problem-51% attack
Consensus: Consensus Approach, Consensus Algorithms: Proof-of-Stake (PoS), Proof-
of-Work (PoW), Proof-of-Bum (PoB), Proof-of-Elapsed Time (PoET), Proof of History
(PoH), State Machine Replication as a Consensus, Crash Fault Tolerance, PAXOS,
Byzantine Fault Tolerant (BFT), BFT Consensus, Practicat BFT
3 Ethereum:
Ethereum and its Components, Ethereum Virtual Machine (EVM), Ethereum Ecosystem, 06
Transaction, Comparison between Bitcoin and Ethereum, test-networks, Smart Contracts,
Introduction to solidity programming, Auctions in Ethereum, NFT Auction, Ganache,
MetaMask, Hardhat
4 Hyperledger:
Introduction to Hyperledger Fabric, Key features of Hyperledger fabric, Hyperledger 04
Fabric Architecture, Ethereum v/s Hyperledger framework, Fabric Transaction Flow,
Hyperledger Tools and Libraries, Hyperledger Fabric Chaincode
5 | Decentralized Finance & Smart Transactions: 04
Blockchain in DeFi: Case Study on any of the Blockchain Platforms, Smart property,
Efficient micro-payments, Coupling transactions and payments, Escrow transactions
Total 26
fra . -
List of Laboratory Experiments:
: Sr. No. Suggested Experiments
—t - - —
1 | To create basic Blockchain with sample transactions and print it. _
2 ' To inleErit Merkle root from the transactions and verify the validity of transactions |
- L | P . ..
|3 To implement Proof of Work (PoW) concept in Bitcoin Mining and demonstrating it.
4 | To analysé and in*fplcm&l Un_s_pgn? Transaction autT)Ets (_UT_%S)E Bitcoinand 4
e demonstrate the transactions using UTXOs. ——
5 To create and deploy Smart Contract using Solidity and Remix IDE. |
r—_ ¢ |To i)?r?aﬁn_Em_Beddi—ng wallet and transaction using Solidity and MetaMask. : |
7 | To implement blockchain using Geth (Go-Elhereum).— LTI

R (s AN A Lol A




9

10

b
L

= BT

13

- [14

15

I

Shr Vile Parle Kelavarni Mandal's
DWARKADMAS J. SANGHWVI COLLEGE OF ENGINEERING
fAvtoeonomoun College Affiliared to the University of Muoanbai)

NAAC Accredited with A" Grade [(CGPA: 3. 18)

| To implement local Blockchain using tools viz. Ganache and Hardhat.

— e

To interacting with the Ethereum Blockchain Using Web3 js : ‘

__Q_Dc'vc_lup@:}ﬁd_Dch_ln};hEl_ﬁénﬁissio_néd Blockchain Network using ] Hyperledger
| Fabric LYt EENG e TE Y

' To install Hyperledger Fabric and demonstrate its usability.

1 To query and invoke transactions on Fabric Test Network.

T To develop an Ethereum smart contract that locks funds from a buyer to design a secure

CSCrow system.

| Deploy an Ethercum smart contract representing ownership of an asset and Implement
a function to transfer ownership securely using a blockchain transaction.

= L3 — L T - —— : - L
Mini Project (A group of 3 to 4 students is required to develop an application using
| blockchain technology and submit report).

Any other experiment based on syllabus may be included, which would help the learner to understand

topic/concept.

Books Recommended:
Text Books:

-~ 1.

Imran Bashir , Mastering Blockchain: A deep dive into distributed ledgers, consensus protocols,
smart contracts, DApps, cryptocurrencies, Ethereum, and more, 3™ Edition, Packt Publishing,
2020, ISBN: 9781839213199,

Kumar Saurabh , Ashutosh Saxena, Blockchain Technology: Concepts and Applications , 1%
Edition, Wiley Publication, 2020, ISBN:978-81-265-5766-0

S. Shukla, M. Dhawan, S. Sharma, S. Venkatesan, -Blockchain Technology: Cryptocurrency
and Applications, Oxford University Press, 2019

Cryptography and Network Security — Principles and Practice by William Stallings, Pearson
2017

Reference Books:

2w —

Antony Lewis, Basics of Bitcoins and Blockchain, Mango Publishing, 2021

Yathish R and Tejaswini N, Blockchain for Beginners, Shroff/X-Team, 2019

Danicl Drescher, Blockchain Basics, A non-Technical Introduction in 25 Steps, Apress, 2017,
Luc Desrosiers, Nitin Gaur, Salman A. Baset, Venkatraman Ramakrishna, Blockchain with
Hyperledger Fabric, Packt Publishing, 2020

Bikramaditya Singhal, Gautam Dhameja, Priyansu Sekhar Panda, Beginning Blockchain: A
Beginner's Guide to Building Blockchain Solutions, Apress, 2018

» Web resources:

I

Hyperledger Tutorials - https.//www.hyperledger.org/use/tutorials

(X\w .
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2. Ethereum Development Resources - https://ethereum.org/en/developers/

3. Solidity Tutorial- https://www.tutorialspoint.com/solidity/index.htm

4. Metamask- https://docs.metamask.io/guide/

Online Courses: NPTEL / Swayam

1. Blockchain and its Applications, By Prof. Sandip Chakraborty, Prof. Shamik Sural IIT
Kharagpur
https://onlinecourses.nptel.ac.in/noc23 csd7/preview

2. Blockchain Architecture Design and Use Cases, By Prof. Sandip Chakraborty & Dr. Praveen
Jayachandran | 1T Kharagpur and IBM,
https://onlinecourses.nptel.ac.in/nocl9 cs63/preview

3. Blockchain, By Dr.Mayank Aggarwal ,Gurukul Kangri Vishwavidyalaya,Haridwar
htggs:llonlinecourses.swavamz.ac.in/aicz1 gell/preview

Evaluation Scheme:
Continuous Assessment (A)
Theory:
1. Term Test 1 (bascd on 40 % syllabus) of 15 matks for the duration of 45 min.
2. Term Test 2 (on next 40 % syllabus) of 15 marks for the duration of 45 min.
3. Assignment / course project / group discussion /presentation / quiz/ any other for 10 marks.

Laboratory: (Term work)
Term work shall consist of minimum 8 experiments and a Mini project.
The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments, Write-up): 15 Marks
ii. Miniproject {Implementation, Report): 10 marks

The final certification and acceptance of term work will be subject to satisfactory performance of
laboratory work, and upon fulfilling minimum passing criteria in the term work.

Semester End Examination (B):
Theory:
1. Question paper will be based on the entire syllabus summing up to 60 marks.
2. Total duration allotted for writing the paper is 2 hrs. -

Laboratory:
Oral examination will be based on the entire syllabus including, the practical’s performed during

laboratory sessions. 1
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Course : Web Application Development Laboratory Course Code: DJS23BLPC504
Teaching Scheme Evaluation Scheme
(Hours / week)
Continuous Assessment Semester End Examination Total
Marks (A Marks (B) marks
@) {A+B)
Term| Term .
Test 1| Test 2 Assignment | Total Theory
Lectures | Practical | Tutorial | Total - = os, e = =
Credits
Term Work -
Examination
Tutorial / Tot
Laboratory Mini Al Oral &
- 2 = 1 [Work projeet/ T'erm Practical  |Practical 50
presentatio| WOrk Oral
n/ Journal/
Practical
15 10 25 = - 25

Prerequisite:
1. Object Oriented Programming using Java

2. Python programming

Objectives: The objectives of the course are:

1. To orient students to Web Programming fundamental

2. To develop hands-on skills in building dynamic and interactive web applications using modemn
web development technologies.

3. To enhance problem-solving abilities and encourage creativity and innovation in designing and
implementing web applications

4. To Work collaboratively on web development projects to enhance teamwork, communication, and
project management skills

Outcomes: On completion of the course, learner will be able to:
1. Design and develop responsive and user-friendly web applications.

2. Build dynamic and interactive web applications.
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Explore new web development technologies.

Work effectively as a member of a team to complete mini project.

Detailed Syllabus:

'Unit

Description

Durati
on

Web Programming ¥ undamentals :

Introduction to Web Programming, Installation of IDE, Introduction to basic structure
of a website, Title, Script, Link & meta tags. Understanding of headings, paragraphs.
Image and Anchor tags, Understanding Lists & Tables, Forms and Input tags, PHP
onnection code to db, Local server setup and uses, Inline and block elements, Tds and
Classes concept, Working of web browser, XML introduction, HTTP protocol, Json
introduction

04

Static web page design —HTML, CSS and CSS3 :

HITML entities and semantic tags. HTML Media, Video, Audio, Plugins. HTML API’s
Geolocation, Web Storage, SSE, etc)

Concepts of CSS: Introduction to CSS, Inline, Internal and External CSS, Selectors,
Developer tools in chrome, CSS Box model, margin, padding, fonts, colors, Borders,
backgrounds, Float and clear, links, buttons

Creating Navigation menu, display property, positions (absolute, relative, fixed &
sticky), visibility, z-index, flexbox, web units, media queries, pseudo selectors, shadow
properties, Introduction to animation and key frames, responsive properties,
Introduction to bootstrap 4 & 5

05

Client side scripting — JavaSeript :

Introduction to Javascript (Frontend & backend), writing in-browser javascript &
developer console. Variables, Data types, Operators, String and String functions, scope,
-onditional statements, functions, loops, DOM library functions, Event Listeners,
arrow functions.

04

NodelJs :

NodeJs introduction and installation, First app, Asynchronous programming, Callback|
concept, Event loops, REPL, Event emitter, Networking module, Buffers, Streams, File
system, Web module. Serving HTML files using Nodels, Node package manager.

04

wa
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F[ntroduction to Angular :

Angular Development Environment, Basic Angular Component and Template, Data
Binding and Event Handling, Fetching Data from APIs and Displaying using HTTP
Client, Routing and Navigation, Forms, Form Validation, Authentication and
Authorization, Testing Angular Components and Services, Implementing in Angular
Applications .

05

!
ﬂntroducﬁon to ReactJs and Advance React :

Introduction and Installation, understanding JSX, Prop & Prop Types, Understanding
State and Event Handling, TextUtils, Functional components- Refs, Use effects,
Hooks, Flow architecture, Model-View Controller framework, Flux, Bundling the
application.

Eatabase Connectivity: MongoDB Installation, connecting to MongoDB, CRUD

perations, Frontend Integration with React, User Authentication (JWT), Role-based
ccess Control

04

Total

26

List of Laboratory Experiments:

Sr. No. Suggested Experiments

HTML, HTMLS:

a. Create a Basic Web Page Using HTML and HTMLS tags .

b. Incorporate Multimedia Elements with HTMLS5 (e.g., Audio, Video) .
¢. Build a Navigation Menu using HTML5 Semantic Elements .

XML:

a. Create XML Documents and Validating XML Syntax .
b. Create XML-based Web Services.

¢. Convert XML to JSON and vice versa .

CSS:
a. Enhance User Interfaces with CSS Transitions and Animations .

b. Creatc Responsive Layouts with CSS Grid.

CS83:
a. Design a responsive web page using media queries and CSS3 .

4

b. Implement CSS3 Filters and Effects for Visual Enhancements .

Bootstrap:

a. Build a Responsive Layout with Bootstrap Grid System .
S b. Style Buttons and Forms using Bootstrap Components .

¢. Implement Bootstrap Dropdowns and Accordions for Content Organization .
6 JavaScript:

a. Create Interactive Web Elements with JavaScript Event Handling .

(‘Xw,w\ﬂ [ ‘ . %
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b. Implement Form Validation using JavaScript .
¢. Build Dynamic Content with JavaScript DOM Manipulation .
d. Design a calculator using JavaScript

NodelJs:

a. Set up a Node.js Development Environment .

) b. Create and Running a Simple Node.js Server .

c. Build a RESTful API with Node.js and Express .

MongoDB:
8 Work with Databases in Node.js (e.g., MongoDB)
Create an application to demonstrate connection of Node-RED with MongoDB.

Angular:

a. Create Dynamic and Responsive User Interfaces with Angular Dircctives.
9 b. Build Forms and Performing Form Validation in Angular .

c. Deploy an Angular Application to a Web Server .

ReactJs:

a. Set up a React Development Environment .

10 b. Implement Component State and Handling User Interactions in React .
¢. Fetch Data from APIs and Displaying it in React .

d. Test React Components and Hooks .

Advance React:

a. Build React Components with Flux Data Flow .

11 b. Implement Model-View-Controller in React with State Management Libraries .
c. Implement Controllers for Handling User Interactions in React MVC.

Mini Project — Develop website using MERN stack. Website must include home page,
12 and at least 3 forms (with Validation), use at least HTMLS, CSS/Bootstrap, JavaScript,
React.js web technologies. Deploy website on live webserver and access through URL.

Any other experiment may be included, which would help the learner to understand the topic/concept.

Books Recommended:

Text

1.

(8]

Books:

Haverbeke, M, Eloquent JavaScript: A Modern Introduction to Programming, 3" Edition, No
Starch Press, 2021.

Chinnathambi, C., Learning React: Modern Patterns for Developing React Apps, Packt
Publishing, 2023.

DT Editorial Services, HTMLS5 Black Book, 2nd Edition, Dreamtech Press, 2016.

Ben Frain, Responsive Web Design with HTMLS and CSS3, 2™ Edition, Packt Publishing,
2015,

Casciaro, M., and Lavin, M., Node.js Design Patterns, 2 Edition, Packt Publishing, 2022
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6. Stoyan Stefanov, React Up Running Bu1ld1ng Web Apphcatmns 1** Edition, O’Reilly Media

7.

Inc., 2016.
David Sklar, Learning PHP 5, 1st Edition, O'Reilly Media Inc., 2004,

Reference Books:

L.

L

Ho, A., and Pricto, A., Fullstack React: The Complete Guide to React]S and Friends, 2 it
Edition, Fullstack.io, 2020

Benjamin LaGrone, HTML5 and CSS3 Responsive Web Design Cookbook, 1% Edition, Packt
Publishing, 2013.

Christopher Schmitt, Kyle Simpson, HTML5 Cookbook, 1st Edition, O'Reilly Media Inc.,
2011.

Uttam K. Roy, Web Technologies, 1st Edition, Oxford University Press, 2010.

Greg Sidelnikov, React. Js Book: Learning React JavaScript Library from Scratch, 1% Edition,
Independently Published, 2017.

Luke Welling; Laura Thomson, PHP and MySQL Web Development, 5th Edition, Addison-
Wesley Professional PTG, 2017.

7

Web resources:

1.

2.

&2

Basics of HTML
https://html-iitd.vlabs.ac.in/exp/introduction-to-html/references.html

Master Django Web Development: Hands-On Projects
https://html-iitd.vlabs.ac.in/exp/introduction-to-html/references.html

Web Development courses for Students by IBM
https://skillsbuild.org/students/course-catalog/web-development

Namaste JavaScript Online Available:
https://www.youtube.com/playlistlist=PLlasXeu85E9cQ32gL.CvAvrdvNaUccPVNP
Web Development Basics: Introduction to HTML3, CSS, and JavaScript
https://www.coursera.org/learn/html-css-javascript-for-web-developers

Tutorial Tic Tac toc https://reactjs.org/tutorial/tutorial. html
React Redux https:/react-redux.js.org/introduction/quick-start
https://developer.mozilla.org/en-US/

Online Courses:

L

Introduction to Modern Application Development - Prof. Soumya Kanti Ghosh, [IT Madras
Course link: Introduction to Modemn Application Development - Course

Modern Application Development Prof. Aamod Sane, Prof. Abhijat Vichare, Prof. Madhavan
Mukund
Course link: Modern Application Development - Course

Evaluation Scheme:

Continuous Assessment (A);
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Labaoratory:
1. Term work shall consist of minimum 8 experiments.
2. The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments): 15 Marks
ii. Mini Project (Implementation and Report): 10 marks
The final certification and acceptance of term work will be subject to satisfactory performance of
laboratory work, and upon fulfilling minimum passing criteria in the term work
Semester End Examination (B):
Laboratory:
Oral & practical examination will be based on the entire syllabus including, the practical’s
performed during laboratory sessions.
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Course : Distributed Computing

Course Code: DJS23BCPES11

Course: Distributed Computing Laberatory

Course Code: DIS23BLPESL]

Teaching Scheme Evaluation Scheme
{(Hours / week}
Continuous Assessment Marks | Semester End Examination Total
(A) Marks (B) marks (A+
B)
Term | Term .
Test 1 | Test 2 IAssignment [Total Theory
ILectures [Practical |Tutorial [Total 15 15 10 40 60 100
Credits
Laboratory
Term Work Examination
Tatorial / Total
Laborator [Vinj project
yWork  |presentatio | o1 - Oral & 30
n/ Journal/ | WOrkK Oral | Practical 7 p ) heal
3 2 . 4 Practical
15 10 23 25 = -

Prerequisite:
1. Operating systems.
2. Computer Network.
Course Objectives: The objective of the course is

1. To provide students with contemporary knowledge in distributed systems

2. To empower students with the skills required to analyze,

applications.

design, and develop distributed

3. To develop expertise in assessing the performance of distributed synchronization algorithms.

Course outcomes: On completion of this course, learner will be able to:
1. Demonstrate knowledge of the basic elements and concepts related to distributed system.
2. Tllustrate the middleware technologies that support distributed applications such as RPC,

RMI and Object based middleware.

S

distributed applications.

Analyze the various techniques used for clock synchronization and mutual exclusion.
Showecase the concepts of Resource and Process management and synchronization algorithms.

Demonstrate the concepts of Consistency and Replication Management.
Apply knowledge of Distributed File Systems to analyze NFS